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     Despite the large size of most communication and transportation systems, there are short paths between nodes in these networks which guarantee the efficient information, data and passenger delivery; furthermore these networks have a surprising tolerance under random errors thanks to their inherent scale-free topology. However, their scale-free topology also makes them fragile under intentional attacks, leaving us a challenge on how to improve the networks’ robustness against intentional attacks without losing their strong tolerance under random errors and high message and passenger delivering capacity. Here we propose two methods (SL method and SH method) to enhance scale-free network’s tolerance under attack in different conditions. 
尽管大多数情况下交通与通信系统构成的网络具有庞大的规模，但是这些系统中的节点（通信设备或交通站点）之间具有较短的路径，这保证了信息与数据有限迅速的传输，旅客快捷的集散。此外，由于具有无标度拓扑的性质，这些网络对随机的节点故障具有惊人的容忍能力。这些在通信，交通网络的实际运用中都是有益的，然而，无标度也会造成网络在蓄意攻击下显得非常的脆弱。如何保持这些网络对随机故障的高鲁棒性，保持信息分发与旅客集散的高效性，而增强网络抗击蓄意攻击的鲁棒性给研究者们留下了巨大挑战。本文中我们提出了两种算法（SL算法与SH算法）来对不同的网络达到提高抗蓄意攻击的目的。
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1 引言Introduction
Scale free topology is widely observed in many communication and transportation systems [1-3], such as the Internet [4-6], the World Wide Web (WWW) [7], the airline network [8] and the Wireless Sensor Network (WSN) [9]. To maintain functionality, all these networks are characterized by the feature of short path length [10, 11] and high error tolerance. Not liking a random network, the nodes’ degree in these networks is not uniformly distributed but follows a power-law distribution [11, 12,17-19], implying that these networks are scale-invariant without a ‘typical’ node [12]. The scale-free property rooted in network’s inhomogeneous connectivity 
reduces the network’s attack survivability, making scale-free topology not a good candidate for communication and transportation systems when under intentional attack [13, 14]. 
在通信网络与交通网络中无标度拓扑广泛存在，例如Internet，WWW，航空航线网和无线传感器网络中都有无标度性质。为了使网络有效工作，这些网络都具有较短的路径长度与对随机故障有很高的容错能力。与随机网络不通的是，这类网络中节点的度并不服从均匀分布而是服从
A challenge is left to us on how to improve the network’s robustness against intentional attacks without losing networks’ short path length and robustness on random failures. In the 
communication network, we try to increase the network’s attack tolerance yet maintain fast and efficient delivery of messages. In the airline network, we hope to control the air traffic, avoiding the airline cancellations or delays caused by the problems happening at some airports. To explore the feasible and efficient methods for enhancing the attack tolerance for different kinds of networks, we propose two methods for the spatial limited network (where links are hard to be re-linked, i.e. the power grid network, the Internet router network) and the spatial unlimited network (i.e. the airline network and the Internet switcher network). We compare the error and attack tolerance for the reconstructed networks and original networks (the scale free network constructed by the BA model, the Internet network and the airline network) and test the feasibility of our methodology. 
The contents are organized as following: In Section 2, we introduce two methods dealing with the two kinds of networks (the spatial limited network and the spatial unlimited network). In Section 3, we provide a theoretical analysis on the average path length and the degree distribution for the reconstructed networks. In Section 4, we apply our methods in BA model and two real networks to test their feasibility. Conclusions are given in Section 5.
2 Methodology 
The basic starting point of our methodology is to enhance the network’s attack tolerance by decreasing a Pc fraction of the hubs’ degree without introducing a big increase to the network’s average path length l. Pc can be selected properly according to the real conditions. For the spatial unlimited network whose links can be easily re-linked (see Fig. 1a switcher networks), the switch link (SL) method provides us an economic way to improve the networks’ attack tolerance without adding new expensive nodes. In the SL method, we first address two links connecting a hub and then we keep the first link unchanged, disconnect the second link from the hub and connect it to the non-hub node connected by the first link (see Fig. 1b). For the spatial limited networks, SL method is not economic and feasible because nodes are usually far away from each other (See Fig. 1a router networks). In this case we propose another method: split hub (SH) method. In the SH method, we replace the hub node by a 3-clique (see Fig. 1b). This method is suitable for the networks where new nodes can be easily added. Fig. 1 a and b shows the original Internet network and the reconstructed Internet network (which is composed by the switcher networks and the router networks) using these two methods respectively. We will introduce the detail of these two methods in the following. 
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a. Original network                  b. Reconstructed network

Figure 1 | The SL and SH methods. a, The original Internet network is illustrated as the connections of the routers and some sub networks in which switchers are connected, the distances between the routers are not negligible. In the sub networks, there are many switchers close to each other. b, The reconstructed Internet network using the SL and SH methods. For the router hub, because the links between the routers are spatial limited so we use the SH method. For the switchers in the sub networks, using the SL method is more suitable, because switchers are near each other and the links between them are easily to be re-linked. 

2.1 Switch link (SL) method:
In this method, we define the top Pc  fraction of the large degree nodes as hubs. For each hub, we can find two non-hub nodes connecting it. We keep the link connecting the first non-hub node and switch the link connecting the second non-hub node to the first non-hub node. We repeat this process until all the links connected to the hub have been addressed (If a hub has an odd degree, we do not deal with the last link). The detail method is: (1) For each hub node, we select two non-hub nodes connecting it. (2) Keep the link connecting the first non-hub node. (3) Switch the link connecting the second non-hub node. Connect it to the first non-hub node. (4) Repeat step 2 and 3 until all the links from the hub have been considered. (5) Repeat 1, 2, 3 and 4, until all the hub nodes are addressed. 

2.2 Split hub (SH) method

In this method, we again define the top Pc  fraction of nodes as hubs and replace the hub nodes by 3-cliques [15]. The detail method is:  (1) Select one hub node; (2) Replace the hub by a 3-clique; (3) Connect the non-hub nodes which connect the original hub node randomly to the 3-clique nodes; (4) Repeat step 1, 2 and 3 until all the hub nodes are addressed.  
3 Analytical Results: 
In this section, using the BA model as a sample, we analytically calculate the reconstructed network’s properties such as the average path length l and degree distribution P(k), demonstrating that our methods can preserve network’s small world property and scale-free topology.

3.1 Average path length l
After reconstructing the network, the average length l will change. We assume that a path with length l has l-1 nodes between the source and destination and we assume Phl (Phl<1) as the fraction of hub nodes in the path. For the SL method, half of the non-hub nodes connecting the hubs are re-linked to the other half of the non-hub nodes, which makes the average path length have an increase at most 
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 (We didn’t consider the case that re-link can decrease the path length).  Hence the range of the new average path length l’ for the reconstructed network using the SL method is 
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. For the SH method, we use 3-clique as the replacing stuff, the new average path length of the reconstructed networks drops between
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and 
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. These analytical results provide the lower and upper bond of l’ which further demonstrate that the network’s small world property is not going to change because l’ and l has the same scale of magnitude. 

3.2 Degree distribution p(k) 
There are two categories of nodes: hub nodes and non-hub nodes. In the following, we theoretically calculate the new degree distribution p’(k) in the reconstructed network to demonstrate that our SL and SH methods will not change the network’s scale-free property.

For the SL method:
From Ref. [16]. The probability 
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, of finding a link between two nodes with degrees k and i [image: image24.png]
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in the BA model is given by
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                                                        (1)
where the nodes with degree larger than kc is regarded as hub nodes.    
In original network the probability of nodes with degree k is:
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The probability of nodes with degree k in the reconstructed network is given by  
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Where  
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The first term represents the new probability for the nodes without a connection to the hubs, where the nodes’ degrees have no change. The second term represents the new probability for nodes with degree less or larger than k in the original network and with degree k after using the SL method. The case v=k has been calculated both in the first and second term, so we substrate it in the third term. The last term stands for the hub node whose degree k is larger than kc, its degrees in the reconstructed network is equal to half of its original degree. 
For the SH method, the degree distribution is
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                    (3)     
where  
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. 
There are three cases stake into account in equation (3): (1) In the reconstructed network, the hub nodes remain hub nodes; (2) Hub nodes in the original network become non-hub nodes in the reconstructed network. (3) The degrees of non-hub nodes in the original network will not change.  

We calculate the new degree distribution p’(k) using different kc cases. For different kc, the new degree distributions almost overlap with the original degree distribution, uncovering that our methodology will not change the network’s scale-free topology (see Fig. 2)
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Figure 2 | For the SL and SH methods, reconstructed networks’ degree distribution shows similar scaling laws with the original network (BA model).  
4 Experimental Results and Discussions

In this paper, we use a BA model network (20,000 nodes and 101,349 links), an AS level map of Internet (22,963 nodes and 48,436 links) network and an airline network (203 nodes and 4,142 links) and to test our methodology. The average path length l is an important parameter to evaluate the networks’ efficiency for delivering message and passengers. Hence we look at the increase of l in the reconstructed networks. For the BA-model network, l increases less than 20% both for the SL method and SH method (see Fig 3a). Fig. 3b shows that l of the reconstructed airline network increases at most 48% for the SH method and 20% for the SL method (see Fig 2b). The l for the reconstructed Internet network increases at most 22% for the SH method and 12% for the SL method (see Fig 3c). All of these results show that our methods will not introduce big increase on the path lengths of the networks from technology to infrastructure field, the short path lengths of these networks are well maintained. Furthermore, SL method introduces less increase on l in the airline network and the Internet network, hinting that SL method is the priority selection if condition permits.
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Figure 3 | The short path lengths for the reconstructed networks is preserved. a, The average path length of the reconstructed BA-model network with 20,000 nodes and average degree 10. b, The average path length of the reconstructed airline network and the original airline network, this network contains 203 nodes with an average degree 40. c, Same as a but for the Internet network which contains 22,963 nodes and 48,436 links. 

The γ parameter is an important parameter to evaluate the network’s topology and structure. It gives the slope of the degree distribution. By testing this parameter, we find that the scale-free property is also well maintained using the SL and SH methods. In Fig. 4, all of the blue lines show the ratio of γ between the reconstructed network using SL method and original network, this γ ratios increase at most 20% when Pc increases from 0 to 0.5, where Pc is the percentage of the most connected nodes. For the SH method, all of the red lines show that γ ratios increase at most 10% (see Fig. 3 red lines).  
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Figure 4 | The scale free property for the reconstructed networks is preserved. a, Ratio of γ between the reconstructed BA-model network and the original BA-model network, this ratio has a slightly increase but smaller than 1.2. b, c, Same as a but for air line network and the Internet network. 

Next we start to test the networks’ error and attack tolerance. Here, we consider the top 1% nodes as hubs and perform the error and attack experiments for all of the three networks mentioned above. To test their error tolerance, we randomly remove f fraction of the nodes, the giant component’s size S of the reconstructed networks has a similar behavior with the original networks as f increasing. This implies that our methods keep the networks’ surviving ability under random errors (see Fig. 5).  
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Figure 5 | Random error tolerance is well maintained for the SL and SH methods. a, Size of giant component under random errors for BA-model network and the reconstructed BA model network using SL and SH methods. b, c, Same as a but for the airline network and Internet network.

Next we perform the intentional attacks by removing f fraction of the most connected nodes. For the Internet network, we observe that the giant component in the reconstructed network can survive even when two times of high-degree nodes are removed comparing to the original one (see Fig 6b). For the BA model network, there is still a giant component existing when more than 50% of most connected nodes are removed (see Fig. 6a). The reconstructed airline network also has larger fc than the original network (see Fig. 6b).  Hence the networks become much stronger and robustness than the original ones under intentional attack by our optimizing structure methods. 
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Figure 6 | Enhancement of attack tolerance for the SL and SH methods. a, Size of giant component after intentional attack for the scale free network constructed by BA-model and the network after the structure optimization using our SL and SH methods. For the original airline network, the network fully falls apart at fc =0.4, however fc =0.55 and fc =0.65 for the reconstructd network based on the SH and SL method, b, Same as a but for the air line network. c, Same as a but for the Internet network.  

The underlying reason for these results can be addressed to the increase of parameter γ for the scale free networks. For SL method, the degrees of selected hubs will be become half of their original degrees after using the SL method, at the same time, the degrees of nodes having an edge connecting to the hub will increase, which results in the more evenly distributed degree distribution. The degree distribution also becomes more average after reconstructing the network by the SH method. For a selected hub, its degree will decrease to 1/N of its original degree when the hub is replaced by the N clique.
5 Conclusions

Taken together, we proposed the SL and SH methods to enhance the robustness of the scale free networks under intentional attacks. We consider scale free is a crucial topology associated with the robustness of the networks and find that reconstructing the networks by using SL or SH methods can maintain the networks’ functionality and improve the networks’ attack tolerance. The significant finding is that the robustness of the networks improves obviously when the parameter γ in the scale-free networks changes a little. On the other hand, the average path lengths only have a small difference between the reconstructed networks and original networks. We also compare SL and SH methods’ advantages in different conditions: In the airline network and the Internet network, SL method introduces smaller increase of the average path length; SH method works on the spatial limited networks. In summary, we conclude that SL and SH methods can be used to improve the attack tolerance and maintain the functionality for scale-free network by choosing a proper Pc  value. Our modeling frame work provides a fundamental tool for enhancing the security of different kinds of networks.  
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